
1 www.vita.virginia.gov 

 

 

 

Web Application Vulnerability 

Scanning 

 

VITA 
Commonwealth Security  

& Risk Management 

 
April 8, 2016 

 
 



2 

Terms 

• Threat – A thing that can cause harm 

 

• Vulnerability – A flaw that can be exploited to 
cause bad things 

 

• Exploit – An instance where software or actions 
take advantage of a vulnerability 

 

• Risk – When a threat and vulnerability have a 
crossover  
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Why do we scan #1? 

 

• We are attempting to identify 
web application vulnerabilities. 

 

• So we can remediate them and 
block  threats to reduce the risk!  
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Who should conduct the scans? 

• Someone with knowledge of 
tools, vulnerabilities, exploits 
and the rules of engagement. 

• We don’t have to be developers.  

–We find vulnerabilities and exploit 
them. 

• An authorized person! 
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Why is authorization so important? 

• Because it’s a crime to test without it. 

• US Law 

–Title 18 § 1029 + 18 § 1030 and 18 § 
1362 

•…intentionally accesses a computer 
without authorization or exceeds 
authorized access… 

•…20 years & 1 million dollars 
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In the Code of Virginia too 
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A person is "without authority" when he knows or 
reasonably should know that he has no right, agreement, 
or permission or acts in a manner knowingly exceeding 
such right, agreement, or permission. 
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Main Take Away  

• Practice before you test apps or scan  

• Get permission 

– A phone “OK” is not “OK” 

– E-mail approval is questionable 

– Get it in writing, signed by someone with 
authority. 

• Have penetration testing in your EWP – 
your job description. 
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What kind of other scans do we do? 

• OS/Network Vulnerability Scanning  

• Tenable Nesses, Rapid 7 Nexpose, Qualys 
Guard Vulnerability Management tools 
produce this information and reports. 

 

– Service Center - Nesses 
 

– Full Service partnership agencies do not require 
additional reporting as this is done internally. 
 

– Agencies not under the partnership full service 
infrastructure, please submit evidence of periodic 
OS/Network scanning to the CISO. 
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Penetration testing? 

• The terms Penetration Testing and Web 
Application Scanning are frequently 
interchanged, but they are different. 

– Penetration testing includes reconnaissance, 
discovery, enumeration and exploiting. Even 
client attacks if they are in scope. Sometimes 
they are total black box. 

– Involves scanning, both OS/Network and Web 
Application scans. 

– Web App Scans can be used as Web App Pen 
Tests if we take it one more step further.  
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Web application vulnerability scanning 

• Web Application Vulnerability Scanning 

– Web Application Scanner tools like Acunetix, 
Burp Suite Pro, Qualys Web Application 
Security and OWASP ZAP produce these 
reports. Many Others! 

– Conducted with and without authentication. 
We know the targets and work with the client 
to ensure full coverage. 

– Coordinated, with a well defined scope 

– URL Based Scans  

– We can scan public or internal facing 
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Web app scans continued 

• White or crystal box scanning 

• Some crossover with OS/Network Scans & Pen 
Tests 

• It’s not a challenge to see if we can break 
authentication , although we test that. 

• Not intelligent, but can do thousands of tests in 
the time a person can do one. 

• Our Primary scanner tests for over 600 flaws and 
is constantly improving 

• Requires a human 

• Scans take less than an hour to several days 
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What are we required to scan? 

• 501-09 Requires this of both public facing 
AND sensitive. ALL public facing and ALL 
sensitive, that permit browser interaction, 
should have these scans. 

 

– Agencies receiving the web application scanning service 
from VITA need only to send a notice to the CISO that 
all public facing sensitive systems have been scanned. 

 

• Every 90 Days 
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Do we have to web app scan hosted apps? 

• It’s primarily about the location and the 
data. 

• If it’s public facing, then yes. 

• If it hosts sensitive data then yes, if it is a 
browser accessed application or web 
service. 

• This must be well understood and spelled 
out carefully in our vendor contacts. 

– Some misunderstanding on this recently  
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What about a sensitive non browser app? 

• Client Server 

• Proprietary Client 

• Emulation 

 

– In this case we rely on CSRM, vendor and 
community advisories. 

– And our OS/Network vulnerability scans we 
can review in the Security Center –Nesses. 

– Stay current on our patching! 
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Why do we scan #2? 

• Security and Compliance 

–The initial scans and working 
through the vulnerabilities will 
be for security first 

–After remediation, the scans 
will be for compliance 
first…hopefully. 
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Are the IDS/ IPS functions scanning? 
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Yes, a form, scanning the traffic. This activity frequently initiates Web App Scans too! 
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Examples of common tools 

•Fiddler 

–With Watcher 

•Burp Suite Pro 

•Acunetix 

•A weaponized browser 

–In the right hands 
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Fiddler with Watcher 

www.vita.virginia.gov 



19 

Burp Suite Pro 
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Acunetix 
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Browsers - Firefox 
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• HackBar - Simple security audit / Penetration test tool. 

• Tamper Data - View and modify HTTP/HTTPS headers and 

post parameters 

• XSS Me - Test for reflected Cross-Site Scripting (XSS) 

• Firebug - Edit, debug, and monitor CSS, HTML, and JavaScript 
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Browsers - Chrome 
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• HTTP Headers 
• HTTP Spy 
• Live HTTP Headers 

• Each of these display the header in some 
way. 

• Others available  
• Many don’t seem to work very well 
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We will be the goat! 
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• Scanning is not the hard part 

• We have to understand and defend your 
findings. 

• We have to work with people to help them 
understand the vulnerability impact and 
how to resolve vulnerabilities. 
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How to be less of a goat 

• Understand that the first time you present 
a report, with a lot of findings, it might be 
shocking.  

• We make more work for people. 

• The first line of defense is often denial, 
then attack, then bewilderment, then 
hopefully some understanding and 
success. 

• Be gentle and patient and have a thick 
skin. 
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Scan issues and preparation 

• Why scans crash sites sometimes 

– Email Flooding 

– SQL and XSS Injections 

– Excessive logging 

– Undersized Resources 

– Configuration Errors 

– DB entries  

– Dangerous Actions executed 

 

– A Backup is a good idea. Be a small goat. 
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How to learn more about this 

• Books 

• Classes 

• Web Sites  

• Vulnerable Web Builds  

• Practice 
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Books 
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More books 
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Classes 

www.vita.virginia.gov 



30 

The I wish class 
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Web Site - OWASP 
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OWASP Top 10 -2013 
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Vulnerable builds -Webgoat 
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Vulnerable builds – Vul. by Design 
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Ed’s Challenges 
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Need More? 

•Set up a lab 

•VMWare Player 

•Oracle VM Virtualbox 

•Plenty of VM images available 

www.vita.virginia.gov 



37 

Final words 

• Enjoy yourself 

• Web vulnerability work is 

challenging, interesting and fun 

• Remember, be a tiny goat 
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Questions? 

 

 
Be a Tiny Goat 

 

Bill Freda 
CISSP, CRISC, GPEN, GSEC, GWAPT 

bill.freda@vita.virginia.gov 

804-416-6031 
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